DevOps

® HacTpoiika DNSMASQ nog mint
®* MpaBa ona nanku .ssh
® OTknto4aem BBo Napons y Linux koMmaHa
® WireGuard
° PaboTa C CoeUHEHNSAMMN Yepes KOHCOb
° YcTtaHoska GUI ons gnome
° YcTaHOBKa cepBepa
° dockovpn
® HacTpoiika DNSMASQ nog Fedora
* Kak konuposaTb Docker Images
® AnbTepHaTusbl NGROK Ha PHP Expose
® S3FTP



HacTtponka DNSMASQ noa
mint

OTkNto4aem cTaHgapTHbIM DNS-peconeep systemd:

systemctl disable systemd-resolved

systemctl stop systemd-resolved

PenakTupyem /etc/NetworkManager /NetworkManager. conf => mobasnsieM B cekuuto "[main]"

cnepytouime CTPOKU:

dns=default

rc- manager=resolvconf

B0O3MO)XXHO HY>XHO NMponncaTb B HacTporKax coeanHeHna DNS 127.0.0.1 8.8.8.8 8.8.4.4

/etc/resolv. conf [OJIKEH coaepxaTb “hameserver 127.0.0.1", yKka3blBalOWMA HA JTIOKAJIbHbIN
dnsmasq, a /run/dnsmasq/resolv. conf (4aCTb HacTpoek 3anyuweHHoro dnsmasq) — IP-agpeca
BHELWHUX peconeepos, koTopble NetworkManager nonyymnn no DHCP nnn n3 HacTpoek CeTeBOro

coefunHeHuns.

Ecnum octaHoBUTL dnsmasq Bpy4Hyto (systemctl stop dnsmasq), IP-agpeca BHeELWHNX pecosiBEPOB

OOJIKHbI NePeEMECTUTbCA B /etc/resolv. conf

KoHouru

/etc/dnsmasg.conf dnsmasq.conf
/etc/NetworkManager/dnsmasq.d/local.conf local.conf

/etc/NetworkManager/NetworkManager.conf NetworkManager.conf


http://wiki.wtolk.ru/attachments/1
http://wiki.wtolk.ru/attachments/2
http://wiki.wtolk.ru/attachments/3

[MTone3Hble KoMaHabl

sudo Isof -i -P -n | grep LISTEN Y3HaTb KTO 3aHUMaeT MNopTbl
sudo /etc/init.d/dnsmasq restart lNepe3arpy3nTb dnsmasq

service network-manager restart

MonesHble ccobiiku https://cdnnow.ru/blog/dnslocal/


https://cdnnow.ru/blog/dnslocal/

[lpaBa o1 Nnanku .ssh

MNanka ./ssh - 700
id rsa.pub - 644
config - 644
id_rsa - 600



OTK/04aeM BBO napond y
LiInuUX KOMMaH

sudo visudo

BBooum B CaMbliil KOHEL, CTPOKY B TakoM popMaTe

seryak ALL = NOPASSWD: /usr/sbin/pm-suspend

KoMaHAy HY>XHO BBOAUTbL MO npexxHeMy Yyepe3 SUDO , HO naposb 60/bLUe HE HY)XXEH



WireGuard



WireGuard

PaboTa Cc coeaMHEeHnsamMmmu
yepes KOHCOJ1b

sudo dnf install wireguard-tools

PepakTtupoBaTtb coeauHeHue yepes GUI (B gnome 40+ HeT nogaep>xku WireGuard)
nm- connection- editor

MocMoTpeTh BCe coepgUuHeHun
nmcli

NmnopTupoBaTb coegmnHeHne n3 KoHpura
nmcli con import type wireguard file /home/seryak/peer2/peer2. conf

BbIKO4NTb \ BKJIIOYUTb CcOegnHeHne

# nmcli connection up ' WireGuard connection 1

# nmcli connection down ' WireGuard connection 1



WireGuard

YcTtaHoBKka GUI gna gnome

sudo apt install wireguard git dh-autoreconf libglib2. 0-dev intltool build-essential libgtk- 3-

dev libnma-dev libsecret-1-dev network-manager-dev resolvconf

git clone https: //github. com/max- moser /network-manager- wireguard
cd network-manager- wireguard

. /autogen. sh --without-1libnm-glib

. /configure --without-libnm-glib --prefix=/usr --sysconfdir=/etc --1libdir=/usr/lib/x86 64-

linux-gnu --libexecdir=/usr/lib/NetworkManager --localstatedir=/var

make

sudo make install



WireGuard

YCTaHOBKa cepBepa

Docker-compose yaml

version: "2.1"
services:
wireguard
image: ghcr.io/linuxserver/wireguard
container name: wireguard
cap_add:
- NET_ADMIN
- SYS_MODULE
environment:
- PUID=1001
- PGID=1001
- TZ=Europe/Netherlands
- SERVERURL=auto #optional
- SERVERPORT=51820 #optional
- PEERS=1 #optional
- PEERDNS=auto #optional
- INTERNAL SUBNET=10.13.13.0 #optional
- ALLOWEDIPS=0.0.0.0/0 #optional
volumes
- /app/vpn/wireguard/config: /config
- /lib/modules: /lib/modules
ports:
- 51820: 51820/udp
sysctls:
- net. ipv4. conf. all. src_valid mark=1l

restart: always

PaccMOTPVM OCHOBHbIE MapameTpsbi:



PUID=1000 - ID nosb3oBaTesiId OT KOTOPOro 3anyckaeM KoHTenHep. Ecnn Bbl

co34aBasin NoJqib30oBaTeNsa C angnwHMKOM 1337 To BNUCbIBaeM ctoga 1337

PGID=1000 - ID rpynnbl OT KOTOPOW 3arnyckaeM KOHTenHep. Ecnn Bbl cozgaBanu

noJsib3oBaTens ¢ anguwHmnkKom 1337 To BNuMcbIBaeM ciona 1337
TZ=Europe/London - Tannm3oHa Hanpumep Europe/Netherlands

SERVERURL=auto - Ec/in y HaCc eCTb JOMEH MOXXEM BN1UCaTb ero cioga ana ynobcrea

nnbo ocTaBsgeM 3HavYeHue no YMOJIHaHWNIO

SERVERPORT=51820 - lMNopT Ha KoTopoM bypaeT BuceTb wireguard. He 3abbiBaem

pa3pewnTb B paepsosiie

PEERS=1 - Kosim4yecTBO Co3laBaeMblX KOH(PUIroB. XopoLlasa npakTuka 1 koHpur =1
KJINEHT, a He cakaTb 10 kKAneHTOoB Ha 1 KoHdUr. MNMpn NOAKAYEHNN KaXXAbIN KITNEHT

OyneT MeTb YHUKaJIbHbIN ip B BUPTYaJIbHOWN MOACETH

PEERDNS=auto - MO>XHO Bn1caTb KacTOMHble AHC nnu HanpuMep 1.1.1.1 nnu

OCTaBWUTb 3Ha4YeHMe auto
INTERNAL_SUBNET=10.13.13.0 - BHyTpeHHAA BUPTyasibHasa CeTb

° ALLOWEDIPS=0.0.0.0/0 - [Inana3oHbl ip K KOTOPbIM NUPbI MOryT obpallaTbCa Yepes

VPN TyHenb. Mo cTaHOapTy BCe ip
* Japp/vpn/wireguard/config:/config - MecTo An5 XxpaHeHUs OaHHbIX JOKep KOHTelHepa
YnpasrsieHne cepBepoMm
sudo docker exec -it wireguard wg - cTaTuUCTuKa
sudo docker-compose up -d --force-recreate - ona namMeHeHUs KoHuUra

sudo docker exec -it wireguard /app/show-peer HOMEP-INPA - noka3aTb qr kog



WireGuard

dockovpn

https://dockovpn.io/ru/


https://dockovpn.io/ru/

HacTtponka DNSMASQ nop
Fedora

/etc/default/dnsmasq:

IGNORE RESOLVCONF=yes

Co3pnaem hawnn /etc/resolv.personal ¢ Temn Dns KOTOpPbIE HAaM HY>XHbl , HAaNPUMep Fyra0BCcKMe

nameserver 5.132.191.104
nameserver 103.236.162.119

/etc/dnsmasq.conf

resolv-file=/etc/resolv. personal

[Monie3Hble KoMaHabl

systemctl restart dnsmasq

systemctl restart NetworkManager



Kak KonnpoBaTb Docker
Images

docker save -0 <path for generated tar file> <image name>

docker load -i <path to image tar file>



AnbTepHaTuBbl NGROK Ha
PHP Expose

https://expose.dev

YcTaHOBKa

https://expose.dev/docs/getting-started/installation

Hy>XHO ckonupoBaTb BUHapPHUK (An4 3anycka Hy>keH PHP)

curl https: //github. com/beyondcode/expose/raw/master/builds/expose -L --output expose

chmod +x expose

CepBepHbIN peXunm

. /expose serve ngrok. wtolk.ru --port=3000

YKa3blBaeM goMmeH (byaet paboTaTb Ha nogaomeHax) 1 nopt. Kak BapuaHT MOXXHO UCMN0JIb30BaTb

JIOKep :

version: "3"
services:
expose:
image: beyondcodegmbh/expose-server: latest
ports:
- 3002: 3002
environment:
port: 3002
domain: tun. wtolk. ru
username: seryak

password: wtolk2210


https://expose.dev
https://expose.dev/docs/getting-started/installation

restart: always
volumes:
- . /database/expose. db: /root/. expose
AOMUVHKa LOCTYrMNHa rno goMeHy expose.domain . BaxkHo 3agaTb npasa Ha 3anuncb ana 6asbl SQLite
MPumep KoHdura ansa sebcepsepa Caddy (ykasbiBaeM NOPT KOTOPLIA BKOYNAN B €XPOSE)
http: //ngrok. wtolk. ru {

reverse proxy * http: //php80: 3000

http: //*. ngrok. wtolk. ru {
reverse proxy * http: //php80: 3000

KINEHTCKUIN pexmnm

. /expose share --subdomain=ola http: //mesphp. web

3anyckaTb HY>XHO Ha OCHOBHOM MallunHe (He B AoKepe).

Mpumep KoHpUT harna (.expose.php paagomMm ¢ GBUHapHMKOM)
<?php

return [

| Servers

| The available Expose servers that your client can connect to.
| When sharing sites or TCP ports, you can specify the server

| that should be used using the "--server=" option



I
&/
‘servers' => |
"main' => [
"host' => "' tun. wtolk.ru',
"port' => 3002,

| Server Endpoint

| When you specify a server that does not exist in above static array,
| Expose will perform a GET request to this URL and tries to retrieve

| a JSON payload that looks like the configurations servers array

| Expose then tries to load the configuration for the given server
| if available.

I

&/

'server endpoint' => )

| The default server from the servers array,
| or the servers endpoint above

I

*/

"default server' => 'main',



| The DNS server to use when resolving the shared URLs.

| When Expose is running from within Docker containers, you should set this to
| “true® to fall-back to the system default DNS servers.

I

*/

"dns' => '127.0.0.1',

| The global authentication token to use for the expose server that you
| are connecting to. You can let expose automatically update this value

| for you by running

| > expose token YOUR- AUTH- TOKEN

I

*/

"auth token' => '27b3a491-71e8-4al2-bbee-87011e139del',

| Default Domain

| The custom domain to use when sharing sites with Expose
| You can register your own custom domain using Expose Pro
| Learn more at: https: //expose. dev/get-pro

I
| > expose default-domain YOUR- CUSTOM- WHITELABEL-DOMAIN

|
*/

"default domain' => null,



| The default TLD to use when sharing your local sites. Expose will try
| to look up the TLD if you are using Laravel Valet automatically

| Otherwise you can specify it here manually

I

*/

"default tld' => 'web',

| Whether to use HTTPS as a default when sharing your local sites. Expose
| will try to look up the protocol if you are using Laravel Valet

| automatically. Otherwise you can specify it here manually

I

*/

"default https' => false,

| The maximum number if requests to keep in memory when inspecting your
| requests and responses in the local dashboard

I

&/

"max_logged requests' => 25,

| The maximum memory allocated to the expose process

I
*/

"memory limit' => '128M',



| Sometimes, some responses don't need to be logged. Some are too big,
| some can't be read (like compiled assets). This configuration allows you

| to be as granular as you wish when logging the responses.

| If you run constantly out of memory, you probably need to set some of these up.

| Keep in mind, by default, BINARY requests/responses are not logged
| You do not need to add video/mp4 for example to this list
|
*/
'skip body log' => [
/**
* | Skip response logging by HTTP response code. Format: 4%, 5%,
Y
'status' => [
// n 4*"
U5
/**

* | Skip response logging by HTTP response content type. Ex: "text/css"

&/
'content type' => [
//

1,

/**

* | Skip response logging by file extension. Ex: ".js.map", ".min.js",
".min. css".

*/

'extension' => [
'.js. map',
'.css.map',
U5
/**
* | Skip response logging if response size is greater than configured value
* | Valid suffixes are: B, KB, MB, GB
* | Ex: 500B, 1KB, 2MB, 3GB.



*/

size' =>'"1MB',

"admin' => [

The SQLite database that your expose server should use. This database
will hold all users that are able to authenticate with your server,

if you enable authentication token validation

*/

database' => implode(DIRECTORY SEPARATOR, [
$ SERVER['HOME'] ?? DIR |,
'. expose',

' expose. db',

1),

By default, once you start an expose server, anyone is able to connect to
it, given that they know the server host. If you want to only allow the
connection from users that have valid authentication tokens, set this
setting to true. You can also modify this at runtime in the server

admin interface.

*/

validate auth tokens' => false,



| Control if you want to allow users to share TCP ports with your Expose
| server. You can add fine-grained control per authentication token,

| but if you want to disable TCP port sharing in general, set this

| value to false.

I

o/

"allow tcp port sharing' => true,

| TCP Port Range

| Expose allows you to also share TCP ports, for example when sharing your
| local SSH server with the public. This setting allows you to define the

| port range that Expose will use to assign new ports to the users

| Note: Do not use port ranges below 1024, as it might require root
| privileges to assign these ports
|
*/
'tcp port range' => [
"from' => 50000,
'to' => 60000,

| If you want to limit the amount of time that a single connection can
| stay connected to the expose server, you can specify the maximum

| connection length in minutes here. A maximum length of O means that
| clients can stay connected as long as they want.

I

W

'maximum connection length' => 0,



| You can limit the amount of connections that one client/user can have
| open. A maximum connection count of 0 means that clients can open

| as many connections as they want.

| When creating users with the API/admin interface, you can
| override this setting per user

I

e/

' maximum_open _connections per user' => 0,

| This is the subdomain that your expose admin dashboard will be available at.
| The given subdomain will be reserved, so no other tunnel connection can

| request this subdomain for their own connection

I

i/

' subdomain' => 'expose',

| Reserved Subdomain

| Specify any subdomains that you don't want to be able to register
| on your expose server.

I

i/

'reserved subdomains' =>[],



| Subdomain Generator

| This is the subdomain generator that will be used, when no specific
| subdomain was provided. The default implementation simply generates
| a random string for you. Feel free to change this.

I

i/

' subdomain generator' =>

\App\Server\SubdomainGenerator \RandomSubdomainGenerator:: class,

| The admin dashboard of expose is protected via HTTP basic authentication
| Here you may add the user/password combinations that you want to

| accept as valid logins for the dashboard

I

W

'users' => [

'username' => 'password',

| This is the user repository, which by default loads and saves all authorized
| users in a SQLite database. You can implement your own user repository

| if you want to store your users in a different store (Redis, MySQL, etc.)

I

*/

"user repository' => \App\Server\UserRepository\DatabaseUserRepository:: class,

' subdomain repository' =>

\App\Server\SubdomainRepository\DatabaseSubdomainRepository:: class,



' logger _repository' => \App\Server\LoggerRepository\NullLogger:: class,

| Messages

| The default messages that the expose server will send the clients.
| These settings can also be changed at runtime in the expose admin
| interface

I

*/

' messages' => [

'resolve connection message' => function ($connectionInfo, $user)

return config(' expose. admin. messages. message of the day');

h

'message of the day' => 'Thank you for using expose.',

"invalid auth token' => 'Authentication failed. Please check your authentication

token and try again.',

' subdomain taken' => 'The chosen subdomain :subdomain is already taken. Please

choose a different subdomain.',

'subdomain reserved' => 'The chosen subdomain :subdomain is not available. Please

choose a different subdomain.',

' custom subdomain unauthorized' => 'You are not allowed to specify custom

subdomains. Please upgrade to Expose Pro. Assigning a random subdomain instead.',

" custom domain unauthorized' => 'You are not allowed to use this custom

domain. ',

"tcp _port sharing unauthorized' => 'You are not allowed to share TCP ports.

Please upgrade to Expose Pro.',

'no_free tcp port available' => 'There are no free TCP ports available on this

server. Please try again later.',



"tcp port sharing disabled' => 'TCP port sharing is not available on this Expose
server.',

1,

'statistics' => [

"enable statistics' => true,

"interval in seconds' => 3600,

‘repository' =>

\App\Server\StatisticsRepository\DatabaseStatisticsRepository:: class,



S3FTP

https://cloud.yandex.ru/docs/storage/tools/sftps

KoMaHOa onsa reHepauynm cepTudmnkKaToB

openssl req -x509 -nodes -days 9000 -newkey rsa: 2048 -keyout ftp.key -out ftp.pem

CTpyKTypa

secrets/credentials - co3paeTcsa aBTOMAaTUYECKM
secrets/ftp.key

secrets/ftp.pem

env.list

docker-compose.yml

Mpumep env.list

S3 BUCKET=sites-storages: arkaiml9.ru - umMa 6akeTa M nanka 4yepe3 ABoeTouYUE
SFTP=NO

FTP=YES

FTP_USER=arka - JlorwuH

FTP_PASS=fer - Maposb

FTP_PASV_ADDRESS=localhost

FTP _PASV _ENABLE=YES

FTP PASV PROMISCUOUS=YES

FTP _PORT PROMISCUOUS=YES

FTP_SSL ENABLE=YES

Mpumep docker-compose.yml

version: '?2'
# Cnucok cepBuCOB (KOHTelHepoB)

services:


https://cloud.yandex.ru/docs/storage/tools/sftps

ftp:
image: cr.yandex/crp9ftr22d26age3hulg/ftp-s3-gateway: 1.0
restart: unless-stopped
cap_add:

- SYS_ADMIN
security opt:

- apparmor: unconfined
devices:

- /dev/fuse: /dev/fuse
env_file: env. list
ports:

- "1021: 21"

- "21100: 21100"
volumes:

- . /secrets: /secrets



